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1
Decision/action requested

This document proposes to add privacy of NSSAI in TS 33.501.
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3
Rationale

As definded in TS 23.501 [1], NSSAI (Network Slice Selection Assistance Information) is a collection of S-NSSAIs (Single NSSAI) that contains two parts:

“An S-NSSAI is comprised of:

- A Slice/Service type (SST), which refers to the expected Network Slice behaviour in terms of features and services;

- A Slice Differentiator (SD), which is optional information that complements the Slice/Service type(s) to differentiate amongst multiple Network Slices of the same Slice/Service type.”
In S3-170604 [2], SA2 has shown concerns about the confidentiality of “sensitive” information of network slicing in initial registration messages before any NAS protection is established. This shall be addressed by SA3.

It is desirable that the Slice Differentiator (SD) of the S-NSSAI will not be transmitted in clear text in an initial NAS message, as it will reveal the “seneitive” information of certain slices. 
It has been agreed in TS 33.501 [3] that SUPI privacy should be protected using the HN public key. In this contribution, a similar mechanism is proposed for NSSAI confidentiality protection before NAS security setup. Riding on the SUPI privacy protection procedure, protecting NSSAI will most likely give minimal complexity increase and strikes a good balance between confidentiality needs and complexity.
4
Detailed proposal

*************** Start of Change 1 ****************
5.1.x
NSSAI privacy
UE shall support NSSAI confidentiality protection.

The NSSAI confidentiality protection in initial attach procedure shall use the HN public key mechanism that is used in SUPI privacy protection.

*************** END of Change 1 ****************
